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Design and Implementation of Android Mobile
Terminals Monitoring System Based on SMS
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(1. Unit 66177, Beijing 102249, China; 2. College of Engineering & Information Technology,
University of Chinese Academy of Sciences, Beijing 100049, China)

Abstract: The Android mobile terminals monitoring system based on SMS was proposed and the function of getting
information from the mobile phone with the monitoring system installed (remote Android mobile terminal) was
implemented through the prearranged monitoring of it by short messages. The system was installed on a mobile
phone and the monitoring numbers and the codes were registered. When the short message commands were sent by
the monitoring mobile phone to the mobile phone with the monitoring system installed, short messages were
captured. The incoming number and content were separated and compared respectively with the registered records in
the SQLite database by the SMS monitoring module of this system. If the match is successful, a message was
replied, according to which information codes needed to acquire were sent back by the monitoring mobile phone.
MMS, location, missed calls, unchecked messages, contacts and so on were sent back according to the codes by the
mobile phone with the monitoring system installed. The effectiveness of this system has been verified through testing.
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